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Agenda

o Security-related Needs of Parlay
— Authentication
— Authorization
— Network Perimeter Security

o Addressing the Security Needs of Parlay with
a Secure |[IOP Proxy

Based on Parlay 3.0
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Security-related Needs of Parlay

Key
Objectives
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Security
Services

Ide ntification &
aut henti cation

authorization &
access control

cryptog raphic
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auditing
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Security-related Needs of Parlay

What has been
Addressed by
Parlay Specs?
Ide ntification & |yes, but E
aut hentication
prote ction from

illegitimate u se authorization & |yes, butE

access control

confid entiality & cryptog raphic
Integrity protection |msg prote ction

auditing

accou ntabi lity e
non -repud iation
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Identification & Authentication
in Parlay

applications are (mutually) authenticated

using challenge/response exchanges at API level
(IETF 1994, PPP Auth. Protocols CHAP) - not at transport-
layer!

via IDL-specified interfaces (OSA/Parlay Framework)

authentication establishes access session

— set of dedicated interfaces for use by authenticated party
only

— usually comprises multiple transport-layer connections

re-authentication may be requested during an access
session
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Security Vulnerabilities of Parlay
Authentication

How to preserve authentication for subsequent
method invocations during a session?

Risks of the Parlay authentication protocol:

— both parties may authenticate each other by performing two
unilateral CHAP authentication protocol exchanges

— combinations of unilateral authentication protocol exchanges for
mutual authentication may lead to interception-and-relay attacks

— Parlay gateway invokes dedicated interface at the Parlay peer
to authenticate the peer ==>

when using standard CORBA IIOP (in contrast to the bi-directional IIOP
protocol) different transport layer connections will be used to:
Security Needs (i) authenticate the peer (gateway to peer)

of OSA/Parlay s . : : .
Gateways & « (i) invoke methods needing authentication (peer to gateway)

SEIWES
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Security Vulnerabilities of Parlay
Authentication

How to preserve authentication for subsequent
method invocations during a session?

Risks of the Parlay authentication protocol:
— strong authentication proves identity at one instance in time only
— periodically re-authenticating provides some protection - but ...

— ... sufficiently intelligent active attack can be engineered to
sidestep all such authentications

Intruder may break into an access session by stealing or
guessing object reference of a private Framework interface
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Security Vulnerabilities of Parlay
Authentication

How to preserve authentication for subsequent
method invocations during a session?

Countermeasures:

— use SSL/TLS mutual authentication and connection-integrity
service simultaneously

— associate SSL/TLS session ID with Parlay access session
(mandate reuse of same SSL/TLS session ID for all connections
throughout the Parlay access session until re-authentication is
requested)
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Authorization & Access Control
in Parlay

Access control needed to:

— prevent illegitimate access to infrastructure interfaces:
— management interfaces,
— low level control interfaces,
— distribution supporting environment, etc.

— prevent illegitimate access to Framework interfaces:

— control & restrict access to Framework interfaces to ligitimate
customers (or peers) only

— control & restrict access to Framework interfaces to the life time
of the corresponding access session

— control & restrict access to Framework interfaces such that a
separation among concurrent access sessions is enforced

Common pattern in Parlay APIs: created interface is dedicated
to the exclusive use by a single, authenticated Parlay peer



Authorization & Access Control
in Parlay

Risks:

— Implementations of Parlay gateways/servers may consider
dedicated object references as capabilities which automatically
authorize the peer to access the interface

THIS SHOULD NOT BE THE CASE - object references may
be guessed and fabricated or stolen!

Furthermore, implementations of Parlay gateways/servers may
use object pooling (i.e., instead of destroying an interface
object, it is recycled and inserted into a pool of idle objects)

Countermeasures:
— Implementation of instance-level access control for
dynamically created objects needed!
Security Needs » discriminating among multiple interface instances of same type

of OSA/Parlay e prevent access after termination of access session
Gateways &

SEIWES
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Network Perimeter Security

Parlay Gateways are expected to be deployed inside
or just behind perimeter networks (so-called
‘Demilitarized Zones - DMZ)

— CORBA IIOP protocol traffic has to traverse packet filter
firewalls

— CORBA IIOP protocol traffic has to traverse Network
Address Translation (NAT) devices

Both may have a critical impact on IIOP
Interoperability!

IIOP proxy needed!



Addressing the Security Needs of Parlaylg
Gateways with a Secure IIOP Proxy

3rd Party Service
providers

Enterprise
Customers qulay
Application

Secure [IOP Proxy ’ ST T T T s =

(Domain Boundary Controller)
| OSA/Parlay API

Parlay
Gateway

Security Nee POUN FLAI IP-based

of OSA/Parla, (circuit-switched, networks
Gateways & packet-oriented

SEIWES
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Secure IIOP Proxy (Domain Boundary Controller) —
Gateway Layer

—

external
Parlay
Applications

.

[IOP/SSL
RMI-11OP

Secure packet-filter firewall
traversal:

— standard CORBA IIOP (GIOP 1.0,
GIOP 1.1, & GIOP 1.2)

RMI-IIOP, IIOP/SSL access via
single, fixed port number

transparent support for network
address translation (NAT)

Parlay
Gateways &
Servers

L.

IIOP/SSL
RMI-11OP

Enhanced robustness of
protected application resources:

— message header sanity checking
— message size limitation

— connection concentration

— enforcement of JIA
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Secure IIOP Proxy (Domain Boundary Controller) —
Security Layer (AAA)

=1

—

[IOP/SSL
RMI-IIOP

external
Parlay
Applications

Authentication
— certificate-based (X.509)
— hardware token (RSA SecurelD)
— user name / password
— CSIv2 tokens (conformance level 0)

Parlay
Gateways &
Servers

L.

IIOP/SSL
RMI-IIOP

Session-based Authorization &
Access Control
— Method-level, role-based access ctrl.

— EJB role model as defined in J2EE
deployment descriptors

Auditing, logging, alarm reporting

Cryptographic msg. protectection
— SSLv2/3, TLS1.0




For more information, please visit:

http://www.xtradyne.com/Parlay.htm
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