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Abstract

Although in principle independent of any particular
messaging protocol, Web Services are primarily accessed
using SOAP over HTTP in practice. As SOAP provides no
message security at all, other ways of securing messages
are necessary. This paper summarizes the most important
security model for SOAP, WS-Security, and its related
specifications. We explore the advantages of one particular
approach to implementing Web Services security, security
proxies, and compare this approach to library-based
approaches.
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1 Introduction

The main promise of Web Services technology is to fa-
cilitate the integration of applications, either as a simple
form of Enterprise Application Integration (EAI) within a
company’s networks, or in the form of Business to Business
(B2B) systems between companies, or even separate depart-
ments within a company. Integrating more applications and
resources implies an increased degree of exposure to ac-
cesses that have not been possible before. This increased
exposure is also reflected in an increased risk of damage
to these resources. Security is a hence fundamental pre-
requisite for the widespread acceptance of Web Services in
any production environment — at least if organizational and
trust boundaries have to be crossed and valuable resources
are concerned.

However, securing Web Services is a challenge because
existing security technology such as packet filters and trans-
port security do not apply well to Web Service interactions.
First, as Web Services rely on SOAP over HTTP(S), typical
perimeter security mechanisms (firewalls) are effectively
bypassed as soon as SOAP/HTTP messages are allowed to

cross the domain boundary. Second, connection-based se-
curity mechanisms such as SSL are not sufficient as they
provide only point-to-point protections to messages, but
cannot achieve end-to-end security in environments where
messages traverse multiple intermediaries. Since the most
widely deployed security measures are not sufficient in a
Web Services world, new technology is required.

The remainder of this paper is structured as follows: Sec-
tion 2 summarizes the most important security specifica-
tions that apply to SOAP security. Section 3 discusses the
alternatives for implementing SOAP message security ac-
cording to these specifications, and section 4 presents a con-
crete product example for using a gateway-based security
approach.

2 Specifications and Emerging Standards

There is no single definition of the term Web Services.
Minimally, it is used to refer to services with well-defined
interfaces that are accessed by exchanging XML messages
over standard Internet protocol, but there are many varia-
tions of this definition. Still, there is consensus that the de
facto standard for Web Services messaging today is SOAP
[6], even if other transport protocols could be used in the-
ory. Web Services interfaces are defined in the Web Services
Description Language (WSDL) [7]. Universal Description,
Discovery and Integration (UDDI) [3] is also often included
as a core concept for Web Services, but does not concern us
in this paper.

Figure 1 illustrates how WS-Security combines with
SOAP, HTTP, and SSL, and how it relates to XML Dig-
ital Signature and Encryption. It depicts one conceptual
SOAP messaging layer on top of one or more HTTP con-
nections between the sender, any intermediaries, and the fi-
nal receiver of the SOAP message.

The SOAP messaging layer does not offer any security
mechanism, nor does HTTP.1 Existing security technology

1Disregarding HTTP basic authentication.
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Figure 1. Protocol layers and security.

in the underlying transport layer, i.e., SSL/TLS, does pro-
vide means for public key authentication and protection of
the confidentiality and integrity of data in transit. However,
SSL/TLS can only provide security between directly com-
municating parties, i.e., in a point-to-point fashion. This
does not suffice for the general SOAP model where mes-
sages may travel through any number of intermediaries be-
fore reaching their destination. In such a scenario and with-
out end-to-end protection, both the sender and the receiver
would need to trust that no intermediary in the commu-
nication path violates their security requirements, e.g., by
storing and later replaying messages. Note that the same
problems exist other transport protocols for SOAP, such as
SMTP.

Because the transport protocol layer underneath SOAP
does not offer it, end-to-end protection of messages must
either be implemented within applications, or it can be pro-
vided by middleware above the SOAP layer, as indicated in
figure 1. Because this is a recurring requirement for many
applications, the WS-Security [5] specification proposes a
message-based security model for SOAP. The WS-Security
specification explicitly addresses this requirement of pro-
viding end-to-end message security even in application en-
vironments where messages cross organizational and trust
boundaries. Technically, this is achieved through the defi-
nition of a security header format so that each message can
contain all the security about itself that is required for mak-
ing security decisions. The WS-Security specification de-
fines processing rules for other security standards that de-
fine how XML Digital Signature, XML Encryption, and
the Security Assertion Markup Language (SAML)[4] can
be used protect parts or all of the SOAP message, and to
insert security tokens into the security header.

3 Architectural Considerations for Imple-
menting Web Services Security

The specifications outlined above do not, of course, im-
ply any specific architectural approaches to implementing

this kind of security technology. A straightforward ap-
proach for providing security is to supply application devel-
opers with appropriate libraries so that applications can be
programmed to perform security controls. As an example,
Microsoft provide libraries called Web Service Enhance-
ments [2] as an extension to its Visual Studio .NET envi-
ronment. However, this approach places the burden for cor-
rectly enforcing security on the application developer rather
than on the security infrastructure and security administra-
tors, which requires a significant amount of expertise from
developers.

The library approach may be combined with security
services provided by the server-side run-time environment,
i.e., application server products. The server administrator
would configure security policies to be enforced by the ap-
plication server, which would rely on client applications to
provide security information (credentials) in a suitable for-
mat for the security infrastructure. In this case, the burden
is on the client-side toolkits to appropriately use security
libraries, e.g., to create (or obtain form third-party prod-
ucts) and insert SAML assertions that contain authentica-
tion statements into outgoing messages. If an application
consists of services deployed on multiple, heterogeneous
application servers, these platforms will have to be man-
aged individually, typically using separate management in-
frastructure and concepts for each vendor’s products.

As an elegant and simple-to-deploy approach that does
not have these disadvantages, we propose an application-
level security gateway (“SOAP security proxy”) as an im-
plementation approach. SOAP security proxies can be
transparently integrated into existing Web Services infras-
tructures and do not require changing existing applications.
Operating at the application level, they can perform security
checks such as XML schema validation and content filter-
ing that are not possible at the transport level. Additionally,
SOAP security proxies provide typical application-layer se-
curity functions such as role-based access control, and au-
diting. Based on open standards such as SAML, these com-
ponents can interoperate with other enterprise security prod-
ucts.

Like application-level proxies for other protocols (IIOP,
SMTP, HTTP), SOAP security proxies complement rather
than replace existing packet filters. Packet filters must
be configured to allow traffic to these proxies which they
can now trust to be analysed and restricted according to
application-level policies.

The main advantage over library-based solutions as pro-
vided by application servers or SOAP toolkits is the reduced
administrative overhead. A SOAP security proxy compo-
nent can be managed as a central component, so the gate-
way approach thus serves to simplify deployment and inte-
gration, and helps unify security management. This advan-
tage becomes more apparent when the number of different



server-side platforms is large.
Application clients requiring security management or the

distribution of credentials necessitate decentralized man-
agement efforts, but this effort can be reduced by the use
of a client-side SOAP proxy. Such a proxy would be placed
within the trust domain of the application clients and can in-
sert security information such as SAML assertions or digital
signatures to outgoing messages. This situation is outlined
in figure 2.
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Figure 2. Dual proxy scenario.

The advantages of such an approach to the creation of
security information and its insertion in messages are most
prominent in B2B scenarios where partners want to coop-
erate without having to trust each other completely. In the
example of a manufacturer-supplier scenario, both parties
may have large IT infrastructures relying on disparate tech-
nologies and standards (programming languages, server ar-
chitectures, user management, etc.). To align one party’s IT
with its partner’s may become prohibitively expensive if all
client-side software as to be modified and new credentials
distributed. In this setting, a centralized security gateway
that will authenticate clients, map credentials, and add these
to outgoing messages can provide huge cost saving benefits
because it does not require any software modifications or
distribution of credentials.

4 Example

As a concrete example for an implementation of the gate-
way approach outlined above, this section presents Xtra-
dyne’s Web Services Domain Boundary Controller (Web
Services DBC, WS-DBC) [8]. Figure 3 illustrates the ar-
chitecture of the implementation.

The Web Services DBC consists of three components,
which are typically deployed in separate parts of the net-
work. The proxy component is the actual security en-
forcement mechanism and located in the demilitarized zone
(DMZ), so that it is directly accessible from an extranet or
the Internet. Figure 4 depicts the three main deployment
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Figure 3. Web Services DBC architecture.

scenarios for a Web Services DBC, viz. intranet, Internet,
and federated extranet scenarios.
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Figure 4. Web Services DBC deployment sce-
narios.

The proxy performs two main security functions, viz. au-
thentication of messages and authorization (access control).
Additionally, the proxy verifies XML digital signatures con-
tained in message headers to validate message integrity, and
can perform XML schema validation to ensure that message
content is as expected. This feature can be used to thwart
application-level attacks, such as SQL injection [1]. Finally,
the proxy sends out notifications for security-critical events
for auditing purposes, and can create SAML assertions that
are added to outgoing messages.

To make security decisions, the proxy consults the pol-
icy server for policy information. Since the proxy is a
performance-critical component, Xtradyne’s implementa-
tion realizes the proxy as a highly optimized, native C++
implementation for high throughput rather than as a Java
servlet that runs embedded in a Web server.

The security policy server is used to configure the proxy



component and to hold the security policies. It is therefore
a highly sensitive part of the security architecture: if an at-
tacker can compromise the policy server and reconfigure the
proxy or manipulate policies, no security can be guaranteed
for the resources protected by the proxy. It is hence advis-
able not to expose the security server in the DMZ but to
deploy it in a more restricted network domain.

The security policy server answers policy requests from
the proxy and receives event notifications for auditing.
User, group, and role information as well as access and au-
dit policies are stored in either flat files on the policy server,
or in a remote LDAP repository.

The administration console, finally, is a Java implemen-
tation that provides administrators with a powerful and con-
venient user interface for managing the security infrastruc-
ture. It displays configuration and policy information, and
shows event notifications. The GUI also supports conve-
nient exposure of secure Web Services through the import
of WSDL descriptions. For services imported in this way,
the administration console extracts a template security pol-
icy from the WSDL description, which then needs to be re-
fined by administrators. The WSDL description is modified
during the import to contain the proxy address instead of
the original service address, so that client that obtain the
WSDL for a secure service from the proxy will automati-
cally receive the “proxified” addressing information.

The administration console relies on a secure CORBA
transport (IIOP over SSL) to communicate with the security
policy server. The security server uses the same transport to
talk to the WS-DBC proxy.

5 Summary

This paper summarized the security challenges posed by
Web Services and described a number of important emerg-
ing standards in field. We discussed the architectural ad-
vantages of gateway-based implementations of security ser-
vices and presented a concrete product example to prove the
feasibility of the approach.
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